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(54) System for providing a trustworthy user interface 



has crypto functions (340) to securely communicate at 
a distance. The trusted display processor (260) interacts 
with a user's smartcard (1 22) in order to extract and dis- 
play a trusted image, or seal (1000), generate a digital 
signature of the bitmap of a document image and control 
the video memory (315) so that other processes of the 
computer system cannot subvert the image during the 
signing process. The user interacts with the trusted dis- 
play processor via a trusted switch (135). 
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(57) The preferred embodiment of the invention 
comprises a computer system which employs a trusted 
display processor (260), which has a trusted processor 
(300) and trusted memory (305, 315, 335, 345) physi- 
cally and functionally distinct from the processor and 
memory of the computer system. The trusted display 
processor (260) is immune to unauthorised modification 
or inspection of internal data It is physical to prevent 
forgery, tamper-resistant to prevent counterfeiting, and 
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• Each entity is confident that the other entity is in fact the entity which it purports to be; 

• Where one or both of the entities represent a party to a transaction, e.g. a data transfer transaction, because of 
the in-built trusted component, third party entities interacting with the entity have a high degree of confidence that 
the entity does in fact represent such a party; 

• The trusted component increases the inherent security of the entity itself, through verification and monitoring proc- 
esses implemented by the trusted component; and 

• The computer entity is more likefy to behave in the way it is expected to behave. 

[0008] While the concept of a trusted component as descrfoed in the co-pending application goes a long way to 
providing to a user with a substantial degree of trust in a computer platform, there are still times when the user requires 
an even higher degree of trust in his equipment, for example during an electronic transaction, such as digitally signing 
is a document, or transferring funds from the platform to a remote platform. 

[0009] As has been indicated above, the conventional method of signing a document is to physically write a signature 
on the medium (usually paper) upon which an image of a document is reproduced. This method has the advantages 
that it is clear what is being signed, and the signed image is proof of what was signed. However, it does not meet the 
needs of e«commerce. 

20 [0010] Nowadays it isalso possible lo digitally sign a document, using a conventional computer platform and standard 
encryption techniques. In conventional computer platforms, however, the ptesent inventors have appreciated that the 
electronic rendition of a document which is digitally signed is typically not the same rendition of the document that is 
visible to the user. It is therefore possible for a user to unintentionally sign data that is different from that which he 
intended to sign. Conversely, it is also possible for a user to intentionally sign data and later fraudulently claim that the 

25 signod data does not correspond to that displayed to him by the computer platform. Such problems would stll bo the 
present, even if a trusted platform, as described above, were used. 

[0011] Conventional electronic methods of signing are well known to those skilled in the art. Essentially digital data 
is compressed into a digest, for example by the use of a hash function. Then that digest is encrypted by the use of 
some encryption method that has been initialised by a secret key (or simply a •secret'). This is normally done on a 

so computer platform, such as a PC. One implementation is to sign data using a private encryption key held secret on a 
user's smartcard, which is plugged into a smartcard reader attached to the computer platform. In the specific case of 
a textual document, the digital data may be the file produced by a word processor application, such as Microsoft's 
Notepad, Wordpad. or Word. As usual, the act of signing implies that the signer accepts some legal responsibility for 
the meaning of the data that was signed. 

as [0012] Hash functions are well-known in the prior art and comprise one way functions which are capable of generating 
a relatively small output data from a relatively large quantity of Input data, where a small change in the input data results 
in a significant change in the output data. Thus, a data file to which is applied a hash function results in a first digest 
data (the output of the hash function). A small change e.g. a single bit of data in the original data file will result in a 
significantly different output when the hash function is reapplied to the modified data file. Thus, a data file comprising 

40 megabytes of data may be input into the hash function and result in a digital output of the order of 128 to 160 bits 
length, as the resultant digest data. Having a relatively small amount of digest data generated from a data file stored 
in the reserved directory is an advantage, since It takes up less memory space and less processing power in the trusted 

component. , 
[0013] During known signing processes, a user will typically interpret a document as ft has been rendered on the 

<s computer's monitor at normal magnification and resolution. In existing applications, the user's smartcard signs data in 
a format that is the representation of the document by the application used to create anoVor manipulate the document. 
The present inventors believe, however, that there is potential for software to send data to the smartcard that has a 
dillerenl meaning from that understood by the user when viewing the screen. This possibility may be sufficient reason 
to introduce doubt into the validity of conventional methods of digitally signing electronic representations of documents 

so that are to be interpreted by people. 



Disclosure of the Invention 



[001 4] The present invention aims to provide a user with greater trust during a trusted operation by providing a trusted 
ss user interface. 

[001 S] In accordance with a first aspect, the present invention provides a data processing systemcapable of operating 
in a trusted operating mode, the data processing system comprising: 
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main process*, mean, «or ^ x ^St^S^U in « Iru^tad opemUng mode means , 

a trusted component comprsmg means lor execui g 
for generating user feedback signals; 

at least one user feecibac^ 

user leectoack processing means for receiving saw 

f<X in a preferred en^^^ . 

,„ « eC ute at least one application process and generate signals 
the main processing means includes means to execute at least PP 

characterising a main image "J^^Jses ^ processlng means tor receiving said signals and gener- 

the user feedback processing ^^^X', uni , to displ ay the main image; and 

ating respective display signalsfor ^ - «SSJ knage data and means *cM«*J» 

me«usted«»T^nlcornpr^^ 

I0018l ,np re .e r redembod^n,sthe^ = ^ 

data from and/or writing data to a, [ e ^ b '"^^ 8 ^ to receive said data from the secure token. 



and drawings. 
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Best Mode For Carrying Out the Invention & Industrial Applicability 

[0021] The preferred embodiment utilises a trusted component that most conveniently uses some of the character- 1 
istics of the trusted component 1 described in the applicants copending European patent application number. 
5 99301100 6 In that application, the trusted component is a hardware device, comprising a processor programmed to 
measure an integrity metric of its host computer, compare it with a true value of the integrity metric and communicate 
the integrity (or otherwise) of the host computer to users or other host computers. The significant similarities between 
that trusted component and the trusted component in the preferred embodiment herein are: 

io that they both use cryptographic processes but preferably do not provide an external interface to those crypto- 
graphic processes; 

that they are both tamper-resistant or tamper-detecting, so that their operation cannot be subverted, at least without 
the knowledge of the legitimate user, and 

that they both prelerably consist of one physical hardware component that is both physically and functionally in- 
is dependent of the host computer on which it resides. 

[0022] Such independence is achieved by the trusted component having its own processing capability and memory. 
[0023] Techniques relevant to tamper-resistance are well known to those skilled in the art of security, as described 
in the applicant's co-pending application. These techniques include methods tor fabricating components to resist tarn- 

so pering, methods for delecting tampering, and methods lor eliminating dala when tampering is delected. It will be ap- 
preciated that, although tamper-proofing is a most desirable feature ot the present invention, it does not enter mto the 
normal operation of the invention and, as such, is beyond the scope of the present description. 
[0024] In this description, the term trusted", when used in relation to a physical or logical component or an operation 
or process, implies that the behaviour thereof is predictable under substantially any operating condition and highly 

25 resistant to interference or subversion by external agents, such as subvorsivo application software, viruses or physical 
interference. 

[0025] The term 'host computer* as i/sed herein refers to a data processing apparatus having at least one data 
processor, at least one form of data storage and some form of communications capability for interacting with external 
entities, such as peripheral devices, users and/or other computers locally or via the Internet. The term 'host computer 
30 system' in addition to the host computer itself includes standard external devices, such as a keyboard, mouse and 
VDU, that attach to the host computer. 

[0026] The term •document', as used herein, includes any set of data that can be visualised using a host computer 
system. Commonly a document will be a textual document, such as a contract. However, a document may comprise 
graphics, or pictures, instead of, or as well as, text. In general, a document may comprise a single page or multiple 
3$ pages. 

[0027] The term 'pixmap', as used herein, is used broadly to encompass data defining either monochrome or colour 
(or grayscale) images. Whereas the term •bitmap' may be associated with a monochrome image only, for example 
where a single bit is set to one or zero depending on whether a pixel is 'on' or 'off, 'pixmap' is a more general term, 
which i encompasses both monochrome and colour images, where colour images may require up to 24 bits or more 

40 to define the hue, saturation and intensity of a single pixel. 

[0028] As will become apparent, the trusted component according to the preferred embodiment herein provides a 
secure user interface and, in particular, controls at least some of the display functionality ol its host computer. The 
trusted component herein may or may not also acquire integrity metrics according to the trusted component in appli- 
cant's co-pending patent application, although such acquisition ol integrity metrics will not be considered herem; 

45 [0029] In essence, the preferred embodiment enables a user to digitally sign a document stored on a host computer 
using the private key of the user's smartcard, or other form of secure token such as a cryptographic co-processor. The 
signing is enacted by a trusted display processor (i.e. the trusted component) of the host computer under conditions 
that provide the user with a high level of confidence that the document being viewed on screen is in fact the document 
the smartcard is signing. In particular, the smartcard carries trusted image data, or a 'sear, which is passed to the host 

so computer over a secure channel and displayed by the trusted component during the signing procedure. It is in part the 
display of the trusted image, which is typically unique to the user, which provides the user with the confidence that the 
trusted component is in control of the signing operation. In addition, in the preferred embodiment, the host computer 
provides a trusted input device, connected directly to the trusted display processor, by which the user can interact with 
the host computer in a manner which cannot be subverted by other functions of the host computer. 

&5 [0030] More particularly, the trusted display processor or a device with similar properties is associated with video 
data at a stage in the video processing beyond the point where data can be manipulated by standard host computer 
software. This allows the trusted display processor to display data on a display surface without interference or subver- 
sion by the host computer software Thus, the trusted display processor can be certain what image is currently being 
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to be able to trust his host computer system, for «™^ d ™ D tfe^ JSSS in which the host computer 
[0032] figure li.lus.ratesahos.compu.ersys^ 

is a Personal Computer, or PC. wh.cn operates under the ^""J" JJoard 110 a mouse 11 5 and a smartcard 

host computer 100 is «™^^ Herein, the smartcard 

reader 120. and a local area network (LAN) 125. when in lu ^ c °"" , addition, the host computer has 

reader is an independent unit, although The VOL, keyboard. 

rrr^rrrst^r 



££q Figure 2 shows a ^°l^T Gr ^ «■ (CPU) 200. orma* proc- 

0034] According to Figure 2. the host computer "»™£r " ^2^alS which are mounted on a motherboard 
essor, connected tomain memory, which comprises RAM » 5 ^[^*°j^^ CPU te connected via a PCI 
215 o« the host computer 100. ™° C ™ ™* 

(Peripheral Component Interconnect) badge 220 to 1™™^°^™^ ^ ^ ^ be 

ol the host computer 100. The bus ^™*?^°™^ S *Z TCI archrtectures. which is beyond 
described in detail herein. For a detaried descnpbon ol Pertrum ^^j£SwLle pc Hardware Handbook', 
the scope ol the present description, the -reader . ™^"jr™^J^.C» course, the present em- 
3rd Edition, by Hans-Peter Messmer. pubhshed by *f»T**** ™ ^^oTt- operating systems or PCI buses. 
bodirnentisinnowayl«m»edtoim^ a ^ (sma|1 

[0O3S] The other main components ol the host computer and a CD-ROM drive 245; 

computer system interlace) adaptor connected *a a ^f^^^^u^^^^o^^, 
aLA^(lc<*.areanelwork)ada P tc^^ 

too can communicate with other host f^^^^^ k9 ZanjTl0 mouse 115 and smartcard reader 
the internet 130; an '°<*^>^!^ 

1 20; and a trusted d.splay •J^^^S^LnOBnl di8pte y functions' are those functions that 

display processor 260. processor 260. are preferably also integrated onto 

Lpr«er«len^b^.ll»ln»«««>IW'«^ 

^rrrr^r^^pj^r^ - — - 

m Make. 310 K> «».«*.» «» t~»«" ^T«»«™LfCl .22. »» will 
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to 16.7 million colours); t . . 

a video DAC (digital to analogue converter) 320 for converting pbcmap data into analogue signals for driving the 
(analogue) VDU 105, which connects to the video DAC 320 via a video interface 325; 
an interface 330 for receiving signals directly from the trusted switch 1 35; 

5 volatile memory 335, for example DRAM (dynamic RAM) or more expensive SRAM (static RAM), for storing state 

information, particularly received cryptographic keys, and for providing a work area for the microcontroller 300; 
a cryptographic processor 340, comprising hardware cryptographic accelerators and/or software, arranged to pro- 
vide the trusted display processor 260 with a cryptographic identity and to provide authenticity, integrity and con- 
fidentiality, guard against replay attacks, make digital signatures, and use digital certificates, as will be described 

io in more detail below; and 

non-volatile memory 345. for example flash memory, for storing an identifier l DP of the trusted display processor 
260 (for example a simple text string name), a private key of the trusted display processor 260. a certificate 
Cert DP signed and provided by a trusted third party certification agency, such as VeriSign Inc., which binds the 
trusted display processor 260 with a signature public-private key pair and a confidentiality public-private key pair 

is and includes the corresponding public keys of the trusted display processor 260. 

[0039] A certificate typically contains such information, but not the public key of the CA. That public key is typically 
made available using a 'Public Key Infrastructure' (PKI). Operation of a PKI is well known to those skilled in the art of 
security. 

20 [0040] The certificate Cert DP is used to supply the public key ol the trusted display processor 260 lo third parties in 
such a way that third parties are confident of the source of the public key.and that the public key is a part of a valid 
public-private key pair. As such, it is unnecessary for a third party to have prior knowledge of, or to need to acquire, 
the public key of the trusted display processor 260. 

[0041 ] The trusted display processor 260 lends its identity and trusted processes to the host computer and the trusted 

2S display processor has those properties by virtue of its tamper-resistance, resistance to forgery, and resistance to coun- 
terfeiting. Only selected entities with appropriate authentication mechanisms are able to influence the processes run- 
ning inside the trusted display processor 260. Neither an ordinary user of the host computer, nor any oidinary user or 
any ordinary entity connected via a network to the host computer may access or interfere with the processes running 
inside the trusted display processor 260. The trusted display processor 260 has the property of being "inviolate" 

30 [0042] Originally, the trusted display processor 260 is initialised with its identity, private key and certificate by secure 
communication with the trusted display processor 260 after it is installed onto the motherboard of the host computer 
100. The method of writing the certificate to the trusted display processor 260 is analogous to the method used to 
initialise smartcards by writing private keys thereto. The secure communications is supported by a "master key\ known 
only to the trusted third party (and to the manufacturer of the host computer 1 00). that is written to the trusted display 

3S processor 260 during manufacture, and used to enable the writing of data to the trusted display processor 260. Thus, 
writing of data to the trusted display processor 260 without knowledge of the master key is not possfcle. 
[0043] It will be apparent from Figure 3 that the frame buffer memory 315 is only accessible by the trusted display 
processor 260 itself, and not by the CPU 200. This is an important feature of the preferred embodiment, since it is 
imperative that the CPU 200, or, more importantly, subversive application programs or viruses, cannot modify the 

40 pixmap during a trusted operation. Of course, it would be feasible to provide the same level of security even if the CPU 
200 could directly access the frame buffer memory 315, as long as the trusted display processor 260 were arranged 
to have ultimate control over when the CPU 200 could access the frame buffer memory 315. Obviously, this latter 
scheme would be more difficult to implement. 

[0044] A typical process by which graphics primitives are generated by a host computer 1 00 will now be described 
45 by way of background. Initially, an application program, which wishes to display a particular image, makes an appro- 
priate call, via a graphical API (application programming interface), to the operating system. An API typically provides 
a standard interface for an application program to access specific underlying display functions, such as provided by 
Windows NT™, for the purposes ol displaying an image. The API call causes the operating system to make respective 
graphics driver library routhe calls, which result in the generation of graphics primitives specific to a display processor, 
so which in this case is the trusted display processor 260. These graphics primitives are finally passed by the CPU 200 
to the trusted display processor 260. Example graphics primitives might be 'draw a line from point x to point y with 
thickness z' or fill an area bounded by points w. x, y and z with a colour a 1 . 

[0045] The control program of the microcontroller 300 controls the microcontroller to provide the standard display 
functions to process the received graphics primitives, specifically: 

receiving from the CPU 200 and processing graphics primitives to form pixmap data which is directly representative 
of an image to be displayed on the VDU 105 screen, where the pixmap data generally includes intensity values 
for each of the red. green and blue dots of each addressable pixel on the VDU 105 screen; 
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storing the pixmap data into the frame buffer "^JL he fRime bufler m0 mory 315. con- 

to display the required image on th? screen. 

interaction with the cryptographic processor ; the trusted swr^ Ich 1». ef 100; ^ 

[00471 The trusted display processor 260 forms a part of ^J^ 1 "^ by application programs and 
LrpartstypicalV being display functions 

-r,rh^ 

KTm already -n,^, the p^ 
260 and the user's smartcard 122. The 

preferred embodiment is illustrated '" p « ure4 T ^ e P^f^ n ^*^ ver «Ltion of signatures received from 
encryption and decryption I^O SZX^m^ZZ^M, which has a MM opejatjg 
elsewhere. In the present embodiment, the f»M «w specified through ISO 

system and is arranged to commute «h ^S^^CTo^U^merrKxy 420. .or example Hash 
7816-3. 4. T=0. T=1 and T=14 8, a nda ^J^™°f ™ prjva ^ e key used for digitally signing data, and a 
memory, containing an identifier Isc * «*J"^*JL^"J n-htobinde the smartcard with pubficDrivate 
certificate Certsc. provided by a trusted th,rd pa^ 

key peirs and includes the corresponding public keys of fcw^ J^JJ ' me nonvolatile memory 420. 
of the trusteddisplay processor 260). Further, the f ndicate to u8 er that a process is 

which can be represented graphicaUy by the ^J^^^J^^^ embodiment, the sea. 
operating securely with the user's smartcard. as w* be " ^ J^ras a uniqU e identifier, tor 

£ SEAL is in fine form of an ^^iTsS lS ^..-known techniques. The processor 
example an image o. the user hrmseH. andtoaded ^othe ^Jj^ ™ ^ Wonm|lon (such „ recei ved keys) 
400 also has access to volatile memory 430. for example eleclrical contacts, for commu- 

and providing a working area for the processor 400, and an mlertace 44U, mp 

nicating with a smart card reader. mamnrJ a stored as oixmaos. This may be a distinct 

,0049] Seal images can consume relatively memory capac*y is 

disadvantage in circumstances where the .mage - J** JjJ™ techniques. For exampie, the seal 

relatively limited. The memory ^TlT^^^V^ by the trusted display processor 260; a 
image could comprise: a compressed .mage, which « n J* generated by the trusted display processor 

thumb-nail image that forms the pnmrtrve element of a "JJJJSSS which can be displayed by the trusted 
260; a naturally compressed image, such as a set ^^^^^e. In any of these afiemafives. 
display processor 260 as a single large image, or used as e « Qr0 cessor 260 to decrypt the data before 
1?JL . data itself may be in encrypted form and require ^^^S^S^ of aTumber of possible 
neantatfisplayedAnem^ 
images stored by the host computer 1 ^" a "^^^ 

processor 2^0 and the smartcard 1 22 in the conuxto. ^^^^SSSSL. me functions are represented 
ration into host computer tOO. trusted display P™^ r ^ " ™^ e p re ^ lion ol »» processes which take part 
indeperxJenuy o. the physical ^^^^X^Z parulioned from the trusted functus by 
in a trusted signing operation. In addition, the sianoaro «sp y , ^ diagram, functions are repre- 

a line x-y. where functions to the left of the ^g^SSSZZ duration of .he signing process), on 
sented in ovals, and the -permanent' data ('^"^^^IS data or received cryptographic keys are not 

rr ^^-T-r^roT^rr _ ... — — 
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the mouse 115 to the application process 500; and a graphics primitives process 515 for generating graphics primitives 
on the basis of calls received from the application process via the API 511 process. The API process 511 . the keyboard 
process 513. the mouse process 514 and the graphics primitives process 515 are build on top of the operating system 
process 51 0 and communicate with the application process via the operating system process 510. 

5 [0052] The remaining functions of the host computer 1 00 are those provided by the trusted display processor 260. 
These functions are: a control process 520 for co-ordinating all the operations of the trusted display processor 260, 
and tor receiving graphics primitives from the graphics primitives process and signature requests Irom the application 
process 500; a summary process 522 for generating a signed summary representative of a document signing procedure 
in response to a request from the control process 520; a signature request process 523 for acquiring a digital signature 

10 of the pixmap from the smartcard 122; a seal process 524 for retrieving seal data 540 from the smartcard 122; a 
smartcard process 525 for interacting with the smartcard 122 in order to enact challenge/response and data signing 
tasks required by the summary process 522, the signature request process 523 and the seal process 524; a read 
pixmap process 526 for reading stored pixmap data 531 and passing it to the signature request process 523 when 
requested to do so by the signature request process 523; a generate pixmap process 527 for generating the pixmap 

is data 531 on the basis of graphics primitives and seal image data received from the control process 520; a screen 
refresh process 528 for reading the pixmap data, converting it into analogue signals and transmitting the signals to the 
VDU 105: and a trusted switch process 529 for monitoring whether the trusted switch 135 has been activated by the 
user. The smartcard process 525 has access to the trusted display processor's identity data bp, private key Sq P data 
and certificate Certop data 530. In practice, the smart card and the trusted display processor interact with one another 

20 via standard operating system calls. 

[0053] The smartcard 1 22 has: seal data 540; a display processor process 542 for interacting with the trusted display 
processor 260 to enact challenge/response and data signing tasks; smartcard identity data Isc, smartcard private key 
data Ssc and smartcard certificate data Certgc 543. 

[0054] A preferred process for signing a document using the arrangement shown in Figures 1 to 5 will now be de- 

25 scribed with referenco to the flow diagram in Figuro 6. 

[0055] Initially, in step 600, 'the user controls the application process 500 to initiate a 'signature request 1 for digitally 
signing a document. The application process 500 may be realised as a dedicated software program or may be an 
addition, for example a macro, to a standard word processing package such as Microsoft's Word. In either case, neither 
the signature request nor the application process 500 need to be secure. When the user initiates the signature request. 

30 he also specifies the document to be signed, if it is not one which is already filling the whole screen. For example, the 
document may be displayed across a part of the full screen area or in a particular window Selection of a particular 
area on screen is a simple task, which may be achieved in several ways (using a WIMP environment), for example by 
drawing a user-defined box bounding the area or by simply specifying co-ordinates. 

[0056] Next, in step 602, the application process 500 calls the control process 520 to sign the image that is being 

35 displayed (within a defined area or window) on the screen; the control process 520 receives the call. In parallel, although 
it is not shown, the control process 520 receives any graphics primitives from the graphics primitives process and 
forwards them onto the generate pixmap process 527. The call from the application process 500 to sign a document 
includes the coordinates (a,b,c,d) of the edges of the document. Note that this sending of coordinates generally 
enables the signing of the entire surface ol the screen, a complete window, or of an arbitrary part of the screen. The 

<o application process 500 then waits for the control process 520 to return the signature of the image. 

[0057] In response to the signature request, in step 604, the control process 520 forces the image that is to be signed 
to be 'static' from the time of the request until the process has been completed. Herein, •static' means that the document 
image cannot be modified other than by the trusted display processor 260. This is so that the user can be certain that 
what he sees is what he is signing at ail times during the process. In the present embodiment, the control process 520 

45 achieves a 'static' display by 'hoWing-otl, or not processing, any further graphics primitives. In some situations, the 
graphics primitives process (or equivalent) may 'buffer* graphics primitives until the control process 520 is ready to 
receive further graphics primitives. In other situations, graphics primitives for the image to be signed may simply be 
lost. Where the document image fills the whole screen, making the image static is simply a case not processing any 
graphics primitives. However, where the image to be signed forms only a subset, for example a window, of the full 

so screen, the control process 520 needs to determine whether received graphics primitives would affect the ■static' area, 
and reject ones that would. As such, the pixmap of the static document image in the frame buffer memory 315 remains 
unchanged by any instructions from the graphics primitives process, or any other process executing on the CPU 200, 
while the document image is static. 

[0058] Once the document image has been made static, in step 606, the control process 520 instructs the generate 
55 pixmap process 527. including in the call the co-ordinates (a,b,c,d) provided by the application process 500, to modify 
the pixmap to highlight the document to be signed, as will be described in more detail below with reference to Figure 
10c. Then, in step 608. if a smartcard 122 is not already inserted in the smartcard 122 reader 120. as determined by 
the smart card process 525, the control process 520 instructs the generate pixmap process to display a graphical 
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inserted in lime, or is already present, then the process «*n»N. g g24 ^ fti 

[00S9] Next, in step 618. the control process 520 calls the ^P^«^ "~ * 520 ^ 

details of the mutual authentication process and passmg of the seal data 540 will now be oescnoeo w 

sea. data SEAL 640 The. display ^P^^^^^^^Joncatenatee it with nonce R„ signs 
smartcard process 525. The smartcard process 525 ^ a , T \ returns the concatenation R^IIPfe. 
the concatenation R^w^ 

the stature sS^R^) and the certificate ^^P^ C k kt0 oracessor 260 from the certificate 

540 Iron, the trampled aail data 540 sSsclSEAU and. finally, latum Bis aaal date SEAL 540. via me saa, 

a ma doeumanl imaoa; ma •*«*» raqaaal preceas 523 capp tha <s* J"™* ^*f? " Sactlv. plow 
dioasi at ma pKmapdala ol In. docanarulo ta plgped and ine lead papnap propePPJ MaaWM M"'' 
SisaL^lo^aa^ 
^523. Addition* ^•«^W~~^^^S,SS«alia.,im.(FDI S no.«aan«al. 

^ »on^ ^ ad**", b. ^^'^12^^^^ 

ment as will now be described in detail with reference to the flow diagram n F.gure 8. 
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[0065] According to Figure 8, the smartcard process 525 generates a request REQ2 for the smartcard 1 22 to generate 
a signature of the digest D PIX and display format data FD. The display processor process 542 of the smartcard 122 
responds by generating a nonce R 3 and sending it to the smartcard process 525 with a challenge to return the digest 
D PIX and the display format data FD. The smartcard process 525 concatenates the digest D PIX with the display format 

5 data FD and nonce R 3 , and signs the concatenation Dp^HFDIIF^ to produce a signature sS D p(D Plx IIFDIIR3). The 
smartcard process 525 then sends the concatenation D PIX IIFDIIR3 and its respective signature sS 0P (D Plx IIFDIIR3) to 
the display processor process 542 of the smartcard 122. The display processor process 542 uses the trusted display 
processor's public key (which it has already received in the seal data 540 exchange) to verify the trusted display 
processor's signature sSoptDpjxIIFDIIRo) and nonce R 3 , to prove that the digest is the current image digest. The display 

•o processor process 542 signs the digest of the pixmap P PIX and the display format data FD, using its private key, to 
produce two signatures sS^Dp^) and sS^D) respectively. The display processor process 542 of the smartcard 
then returns the signed digest sSsc(D PIX ) and signed display format data sSg^FD) to the smartcard process 525 of 
the trusted display processor 260. The smartcard process 525 next verifies the digest D PIX and display format data 
FD. using the smartcarcfs public key (which it already has as a result of the seal data 540 exchange), and verifies the 

'5 smartcarcTs signature, to prove that the smartcard is still onine. 

[0066] Returning to Figure 6, in step 638, the smartcard process 525 of the trusted display processor 260 concate- 
nates the pixmap PIX, the smartcarcfs signed versions of the pixmap digest sS^D,™) and display formal data sSqc 
(FD) to lorm an individual signature PIXllsSsctDp^llsSgctFD) of the image, and returns it via the signature request 
process 523. to the control process 520, which returns the individual signature to the application process 500. The 

20 application process 500 stores the individual signature, in step 640, and responds with a further call to the control 
ptocess 520 to 'summarise the signing' operation in step 642. The purpose of a summary is to complete the signature, 
as will be described with reference to the now diagram in Figure 9 and also the example summary below: 



2B 1 TC-88503-00.01 

2 Access time: Thu 06-May-1999, 11 : IB 

3 Pages: 2 

4 ImageOl I 560 x 414 (187,190) (1024 x 768] 

5 BEGIN SIGNATURE* -- — ■ — 

$0 6 PmftitUGoWZh6SLDgqQAvGZZY47Fp8wx5ZqE5HS8bGrSV3RD7LKw0kyXPY6yhGDpVNUc/R2 

+Gr4im0LqS/twYuPdskyX,4uk3no0w3U52+f+/vzC4cKMPeY/Lhba2ZScvhK3CJ+apQxyik3 
cY5rTC563klov0PTBI/IyqZPxRnic= 

7 END SIGNATURE 

8 Image02 | 670 x 379 (201,228) [1024 x 768) 
SS 9 BEGIN SIGNATURE 

10 UVlw5Rgr5F0iAjvUW4GP28NKAA+tOy42uBbP78JeQ5w20MIlafTYkSNtfn9VykYMPIf2LwM 



*o 7ZZV+4fFttuSgOZI4n5iBkSEwtEj0z6ik/np6paq+01GQZhhJCbq8OaX97Gmdg3AoBq4x+D 
hujmqkCJO+Dz6+x8kE24Z8YFXLPOI« 
X1 END SIGNATURE 

12 Summary signature: 

13 —-——"-BEGIN SIGNATURE — — -— 

45 14 ciZDZL2+41FsFci2cPiWFsfltkyXrfHBUMlkAEyudaZcVxD3XczTN7txSazInM2deJL9qnA 

ktaTdTqY/gPhlGa j rS JGqRms*we/c« 
lb END SIGNATURE 



[0067] In step 644, the control process 520 calls the summary process 622 to generate a summary message SUM 
containing the number of images (two in the example summary above) plus the individual signatures of the images 
(lines 6 and 10 o1 the example), a label identifying the trusted display device (line 1 in the example), the current time 
and date (line 2 in the example) and a signed digest of the summary itself (line 14 in the example). For each image, 
ss the summary also includes the size of the image in pixels (e.g. 560x414 for image 1), the offset from the origin of the 
screen in pixels (e.g. 187.190 for image 1) and the display resolution in pixels (e.g. 1024x768 for image 1). 
[0068] The summary process 522 then generates a digest of the summary D SUM in step 646 and calls the smartcard 
process 525 of the trusted display processor 260 to interact with the smartcard 1 22 using challenge/response processes 
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.. . n aeW i|i now be described with reference to Figure 9. 
to generate a signature of the summary "*M"W « P ^ e8 a rW ,RECM to ftesntartcart 122 to generate 
[OMQ AccordingtoFigure9,thesmartc^ 
asignaturedthedigestof^ 

r 4 and sends it in a challenge to retu ^ ^ d'gestd Mhe eu ™*> «« a „ ture ^D^WB,). The 

the digest D SUM with nonce Rj '^^^^SSS^ the concatenation and respect^ 

smartcard process 525 of the trusted display P r ~ es ^ r j» u '" e processor process 542 then verifies the 

signature sS OP (D SUM ..R 4 ) to the ^E^S IfffiSZ* P-* key (which it elready 
trusted display processor's signature and nonce Fu ""**"™"^^ iunw Next, the display processor 
nas from the sea. data 540 «W>. sends the signed digest sSsc (D SUM ) to 

process 542 signs the digest of the summary D SUM using M *pnva« J* 260 verifies the digest and 

L smartcard process 525. The ™™*J>™°*fJ*° ^ p te That the smartcard * still online, 
verifies the smartcarrfs signature. p^ess 525 Returns the summary SUM concatenated with 

[0070] Returning to Figure 6. in step 652. the JJ^JjESES sUMIteSgctDsuM)). via the summary process 

p^cess 500. The app.to.bn process 500 E^J^^JLn process 500. or any other process 

of graphic primitives associated with the document ^9 e -^ d ^2 ^ not be handed back to the appli- 
the'a^icaL process 500 or ^ 

cation process 500 until the, ™^*££fiZ^J^^ "Tore timeto review the static document 
which this time, would not have a timeout period. This wouio give «»» 

1"£ retum^gmo f^t^r^urP.X.^.Dp^i^FD) and the .um- 

[0073] in order to verify a signed document both * wenknownto those skilled in the art of secunty. 

Lry SUMIIsSscfDW must be verified. Such ^^^^^-^g , he public key ol the user, which 

SS. Oher signaturesjndudng the J^^SS^S signed document is to translate the 

[0074] A preferred method of enablrtg a V ^'^3 ed dlS play processor 260, totoadthepixmap 

Pixrnap back into an image, m requi^s an app ^ 
data PIX intothe frame buffer memory 31 5 of a respective host compter 

that the signer has signed. ,,„ hae i nn « 1 will now be described with reference to Figures 10a to I0d. 

[0078] The stagesof highlighting adocument 0 ^ s ^^ nC ^ Sap of a trusted image. For example, as 
007q in the preferred ^^•^^t^^f^ 1000. Figure 10b illustrates an image 
shown in Figure 10a. the P^ * " a J. ^ ^° a SX" 01^2 the screen (not shown). As a first highlight^ 
1 005 of an exemplary documentDocI to be f^"*^™ has been received, the trusted display processor 
step, after the image has been made suae but ^e the seal ™ document image 1005. as rtlus- 

260 highlights the document to be signed by ^^^^^^ 1030 asking the user to insert his 
.rated in Figure 10c. Also, where asmartcard ^^'^£^035, as also illustrated in Figure 10c. Next, 
smartcard is displayed accompanied by a te " ^^^^^ the trusted display processor 260 embellishes 
whenthesmiley face pixmap image is re ^^J^^^X^ Tas shown in Figure 10d. In addition, as 
the frame 1040 with multiple instances 1045. o -m ^^^^ ' user message 1050. accompanied by a 
shown in Rgure lOd. the ™ .Kfwin to^oceed wfth the signing process. This em- 

ten second countdown timer 1055. askrng the user whel ^' ™* ^ P area fe being acted on and provides the 
bellishedfrarne 1040 both indicates to theuse^ 

userwithahigh.evelofcc«fider^ 

presence of the user's own seal image P™^*™™^*^^?^,* application or hardware device. 
Sispfcy processor 260 rather than from £- „, U6 t£ted in Figures 10c and 10d. In 

[0077] Figures 10e and I0g ^^J^^^JT^^ of the static document image using the co- 
Figure I0e. four single sea. images 1060 are P^^^^ afea . |n Figure 10) . the static image is 
ordinate* provided by the application process JWU to *Jj£££^ ta Rgure tOg* the static image is defined 
defined by modifying the background thereof to ^* a Q ^^"™expected thatthe skilled reader will be abte 
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addition, it may be desirable to include further status messages during the signing operation, for example "Retrieving 
seal data 540 now....*, 'Generating document signature now....*, etc. 

[0078] It will be appreciated that the trusted display processor 260 needs to be able to display the seal image(s) and 
the messages in the correct places on screen. Clearly, the seal image and the message images are temporary, to the 

5 extent they appear during the signature process and disappear thereafter. There are well-known, standard display 
techniques for overlaying a first image with a second image, thereby obscuring a part of the first image, then removing 
the second image and restoring the portion of the first image that had been obscured. Such techniques are used as a 
matter of course in normal windows environments, for example, where multiple windows may overlap one another. 
The trusted display processor 260 is arranged to implement one of more of these standard techniques for the purposes 

io of superimposing the seal image(s) and the message images over the standard display. 

[0079] In some scenarios, it may be that a document' is too large to fit all at once onto the VDU 105 screen and still 
be easily read by a person. Obviously, for the present embodiment to be practical, it is essential that a user can very 
clearly read the document before signing it. Therefore, the document can be split into multiple screen pages, each of 
which needs to be signed and cryptographically chained to the signature of the previous page, as will now be described. 

is [0080] First, the application process 500 causes the image of the first page to be displayed and makes a call to the 
trusted display processor 260 for signing as before. When the trusted display processor 260 returns the individual 
signature, instead of requesting a summary, the application process 500 instructs the trusted display processor 260 
to display the image of the second page and sign the image. Clearly, In this case, the trusted display processor 260 is 
arranged to support such a request by the application process 500. Only after all images have been signed and returned 

so to the application process 500 does the application process 500 issue a request for a summary. Then, the summary 
includes the number of images that were signed in this multi-page document, tor example as illustrated in the two- 
page summary above. 

[0081] The first page in the multi-page document is signed in the same way as a single page, resulting in return of 
an individual signature. When subsequent images are presented for signing, however, the trusted display processor 

ss 260 recognises that thoy are part of a multi-page document because no summary request was received after the 
previous signature request As a result, the trusted display processor 260 displays a different message, which requests 
permission from the user to sign a continuation page. In response, the user who is signing a multi-page document uses 
the same reliable permission channel as before (for example, the trusted switch 1 35) to confirm to the trusted display 
processor 260 that this page is associated with the previous page, and is also to be signed. When the trusted display 

so processor 260 receives this multi-page confirmation, it concatenates the signature of the previous signed page with 
the pixmap of the current page, creates a digest of the concatenation, and sends that to the smartcard for signing. This 
is instead of sending a digest of just the current pixmap. This process cryptographically 'chains' a subsequent page to 
the previous page, so that pages cannot be rearranged without detection, nor can intermediate pages be inserted or 
deleted without detection. 

ss [0082] The validity of the first page may be checked in exactly the same way as a single page. The validity of sub- 
sequent pages is checked using the same method as for a single page, except that the digest of the current pixmap 
is replaced by the digest of the concatenated previous signature and current pixmap. 

[0083] It will be appreciated that there are many ways of cryptographically chaining a subsequent page to a previous 
page. Such ways will be obvious to those skilled in the art of security in the light of the present description. 
ao [0084] For added security, the image of each page of a multi-page document may be arranged to include the con- 
ventional footer 'Page x of y, where V is the number of the page and y is the total number of pages. This enables 
ready detection by a person of a truncated document simply by reading the document. 

[0085] A significant benefit of the present document signing scheme is that a signed document can be re-signed and 
countersigned. As such, it is preferable tor the summary of a document to include an audit trail. There are many vari- 

45 ations on re-signing and countersigning, although (obviously) an electronic integrity check should always be done 
before any further signing. At one extreme, the new signer could view, confirm and re-sign each signed image in turn, 
effectively replacing the original signature by a new one. This method could be used, tor example, by a user signing 
a document prepared for him by someone else. At the other exlreme : the new signer could simply 'rubber stamp 1 the 
original signature by signing the original summary, without necessarily viewing the document at all. This could be useful 

so to a manager countersigning the work of a trusted employee. 

[0088] For a re-signing operation, the application process 500 issues a re-signing request, and transmits an already 
signed document (plus the individual signature(s) and the summary) to the trusted display processor 260. The trusted 
display processor 260 verifies the signed document using the public key of the signer, recovers the pixmap of the 
document (or each page of the document) and displays each verified image in the correct order to the new user, as if 

55 they were original images Irom the signature request application. The user confirms the acceptance of each individual 
image, for example using a trusted switch 1 35 as before, and causes the images to be signed as before by a smartcard 
belonging to the new user. This results in a signed document that is the same as the original document, except that it 
has been signed by the smartcard belonging to the new user. 
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[0087] Similarly for a counter-signing operation, the application process 500 issues a counter-signing request and 
transmits the signed document (plus individual signatures and the summary) to the trusted display processor 260. The 
trusted display processor 260 verifies the signed document and displays each verified image in the correct order to 
the new user, as if they were original images from the application process 500. The user confirms acceptance of each 
s individual image and the trusted display processor 260 signs the original summary using the smartcard belonging to 
the new user Optionally the new user could provide a certificate of the previous user's public key. signed by the new 
user, to ease the processing overhead associated wrih later verification of the signature. 

[0088] Clearly, there are many possible variations on the theme of re-signing and countersigning, which will be ap- 
parent to the skilled person in the light of the present description. 

vo [0089] Since a document may have a history of signing, re-signing and/or counter-signing, the present embodiment 
conveniently provides audit information, which forms part of the document summary This audit information allows the 
signature history of the document to be traced. The audit information includes data about the previous state of the 
document and the actions taken by the new user to create the new state of the document. The audit information is 
signed by the trusted display processor 260, since the audit information must be independent of the user. The audit 

is information always contains any previous summary information (including the signature on that summary information, 
by the previous signer). If the signed document has been created from scratch, the identity label bp of the trusted 
display processor 260 is inserted as an audit root. The audit information preferably also includes an indication of which 
individual images were viewed and confirmed by the new user, and whether the document was created from scratch, 
or was re-signed, or was countersigned by the new user. To create a summary including audm 

so is sent a digest of the audit information concatenated with the previously described contents of a summary, rather than 
a digest of just the previously described contents of a summary. The rest of the process is as previously described. 
[0090] An enhancement to the process for signing a document is that, prior to signing the pixmap data, the trusted 
display processor 260 compresses the pixmap using a lossless compression algorithm so that the overheads associ- 
ated with storing and sending the individual signature are reduced. 

2B [0091] The pixmap may be compressed by standard compression algorithms, for example a codeword-based algo- 
rithm applying LZ-1 or LZ-2 compression. Alternatively, a technique similar to OCR (optical character recognition) may 
be used to compress the pixmap. In this case, the situation differs from conventional OCR in that the input data has 
been perfectly 'scanned', albert at a lower resolution than in conventional OCR The OCR^ompressed version of the 
pixmap may be generated by •blob-matching' to create an alphabet for the pixmap, constructing a pixmap of each 

30 character in the alphabet, and constructing a message using those characters, such that the message represents the 
original pixmap. This means that the pixmap can been compressed to a new alphabet and a message written in that 
alphabet. Since there are, obviously, no errors nor ambiguity in the pixmap data, this is a lossless compression method. 
[0092] Another way of reducing the size of the image pixmap is by representing the image as a pure black and white 
image, requiring only a single bit - set to zero or one - to define whether a pixel is black or white. Otherwise, the 

35 document image is represented as a full colour image, where each pixel may typically require up to 24-bits. Obviously, 
this technique may be suitable for simple, black and white text-based documents. However, it would not be appropriate 

for colour documents or images. „_ _ 

roo93] At any time, the document image may be converted back into a text-based document using an OCR-type 
process to reconstruct a standard digital textual representation of the document. This technique cannot be used m the 

40 signature, since the textual mapping may be incorrect, but can be used by the receiver of a signed document toconvert 
it back into a standard digital textual representation (such as ASCII) for subsequent machine manipulation. In preferred 
embodiments, the trusted display processor 260 is equipped to enact OCR document recovery. 
[0094] To enact OCR, an OCR alphabet is generated in a standard fashion and is then matched to stored fonts and 
hence converted to a standard character set. As in conventional OCR, ambiguous matches may be retained as a 

46 pixmap and flagged for conversion by the user. (This is unlikely, particularly if font type and size information has been 
supplied in the display format data FD, because there is no error in the data.) In cases of extreme caution, the entire 
reconstructed document should be manually checked by a person against the view of the document that the signer 
intended to sign. 

[0095] Preferably all document reconsti uction processes are done by processes that are trusted. 
so [0096] The preferred embodiment described above relies on the premise that the trusted display processor 260 has 
direct and exclusive access to video data stored in the frame buffer memory 315. beyond the point where the video 
data can be manipulated by host computer 100 software, including the operating system. This implies that the video 
data cannot be modified unless the trusted display processor 260 makes the modification. 

[0097] It will be appreciated that not all computer architectures are arranged in this way. For example, some computer 
ss architectures are arranged such that the frame buffer memory forms a part of the main memory, thus forming a single 
address space (SAS) display system. One benefit of such a system is that both the CPU and the display processor 
can access the frame buffer memory and share the graphics operation overhead, thereby improving graphics perform- 
ance Clearly, an implementation of the present invention in such a SAS system cannot rely on the premise that the 
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buffer memory is safe during signing, since the CPU can still access the memory. However, there are many ways in 
which such a SAS system may be modified to support implementations of the present invention. For example, the 
memory could be provided with a control line from a trusted display processor such that, during a signing operation, 
the memory is prevented from being updated by data from the CPU. The memory devices themselves are preferably 

s modified so that they include the extra logic to perform this function. Alternatively, access to memory is blocked by 
other logic circuits inserted into the normal control path of the memory. Such systems, therefore, rely on the modified 
premise that the video data in the frame buffer memory can only be modified, other than by the trusted display processor, 
with the permission of the trusted display processor. Clearly, this premise is as valid for secure operation as the first 
premise, as long as the system is truly secure. 

io [0098] In other architectures, for example in simple graphics environments, the functionality of a display processor 
may form part of the operating system itself, thereby removing the requirement for separate display processor hardware. 
Clearly, in this case, the graphics overhead put on the CPU will be higher than in a system with separate display 
processor hardware, thereby limiting the graphics performance of the platform. Clearly, there is then no place for a 
•trusted display processor 1 as such. However, it will be apparent to the skilled person that the same function as provided 

is by the trusted display processor, that of protecting the frame buffer memory and interacting with a smartcard, can be 
implemented using an appropriate trusted component, which controls the display system (in whatever form) during 
signing. 

[0099] In other embodiments of the invention, in addition or alternatively, the trusted display processor (or equivalent) 
includes an interface for driving a trusted display. The trusted display might be, for example, an LCD panel display. In 

30 ihe same way that the trusted switch provides a trusted means tor a user to interact with the trusted display processor, 
the trusted display can provide a trusted means for feeding back information to the user other than via the standard 
VDU. For example, the trusted display might be used to provide user status messages, as described above, relating 
to a signing operation. As such, applications running on the standard host computer should not be able to access the 
trusted display, because the display is connected either directly to the trusted display processor or via some form of 

& trusted channel. In essence, such a trusted display is an addition to the so-called trusted interface' described above. 
In practice, there is no reason why other forms of trusted feedback device, of which the trusted display is one example, 
could not be included in addition, or as an alternative. For example, there may be scenarios where some form of trusted 
sound device would be useful for providing audible feedback. 

[0100] An alternative application for the invention is to provide a trusted interface during an electronic transaction. 

30 in one exemplary embodiment, the user wishes to send sensitive data to a remote computer system. The user cannot 
be sure that the remote computer system, or indeed the host computer he is using, is trustworthy. In order to ensure 
that the sensitive data is safe from interception by unauthorised parties during transmission to the remote computer 
system, and to ensure that only the authentic remote computer system can read the sensitive data when it is received, 
the user wishes to encrypt the data using the authentic remote computer system's public cryptographic key. In the 

35 embodiment, the host computer incorporates a trusted component, which interacts with the user's smart card in order 
to recover and display a trusted image as described . in detail above. The trusted image may be displayed on the 
standard VDU screen or on a separate display, such as an LCD display, in order to indicate to the user that the trusted 
component, rather than a subversive application, is in control. The trusted component then interacts with the remote 
computer system in order to recover and authenticate the remote computer system's certificate containing a respective 

jo public key. With the public key, the trusted component encrypts the sensitive data, which might itself also be read from 
the smartcard, and transmits the encrypted data to the remote computer system. 

[0101] There are many other appfications, especially e-commerce applications, where the concept of a trusted user 
interface, providing trusted user feedback and trusted user input devices), would be valuable. As such, the present 
invention should not be read as being limited to the few embodiments described above, and should only be limited by 
<s the language of the claims. 



Claims 

so 1 . A data processing system capable of operating in a trusted operating mode, the data processing system compris- 
ing: 

main processing means tor executing at least one application process; 

a trusted component comprising means for executing a trusted process in a trusted operating mode and means 
ss for generating user feedback signals; 

at least one user feedback device; and 

user feedback processing means for receiving said user feedback signals and controlling the user feeoback 
device on the basis of the signals, 
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^m^w^eemmB^tam^^ means 1or controlling the user feedback processing means to cause 
^t^JSTto P«2 « indicate that the data processing system is operating «, a trusted 
operating mode. 

2 A data processing system accordhg to claim 1 , further comprising secure user input means. in ;~ mmun ^ t |°" 
^He P t3Xonen« via a secure communications path, by which a user may securely met with the 

trusted process. 

3. A data processing system according to claim 1 or claim 2, wherein: 

the main pressing means includes means to execute at least one application process and generate signals 

era.!? reSSve display signals tor driving a visual display unit to display the man mage, and 

.SSi^s means to acquire and/or generate trusted image ^ a ^^° ^£ 

Z£ ! wherein the trusted component comprises means to recede said data from the secure token. 

5 A data processing system according to claim 3 or ctaim 4. wherein the trusted component and the secure token 
each cCr^means to interact with the other in onter to execute the trusted process. 

6. A data processing system according to claim S, wherein ft. .trusted component 

display processing means to combine the trusted image with the ma.n .mage to h.ghhght at least a portion of the 
main image as being associated with execution of the trusted process. 

• . la nmrp<asina svstem according to claim 6. wherein the trusted component comprises means to prevent mod- 
iHSSS SKSS -eans ot at least the highlighted portion of the man image substanualty wh,.e 
the data processing system is executing the trusted process. 

acteristic of at least a portion ot the mam image. 

9. A data processing system according to any one of claims 4 to 8, wherein the trusted component comprises means 
to verily the identity of the secure token. 

10. A data processing system according to any one of claims 4 to 9, where* the secure token comprises means to 
verify the identity of the trusted component. 

11. Adataprooessing system according to any one o, claims 4 to to, wherein each of fte trusted oomponent and the 
secure token include non-volatile memory. 

12. A data processing system according to claim 11 , wherein the trusted component and the secure token each hdd 
a respective private cryptographic key in the respective nonvolatile memory. 

data and/or verify that the encrypted data was encrypted us.ng the corresponds publrc key. 
« Artetaomceseinoevstemaccordingtoany oneof clams4to 14. wherein the data characterising the trusted image 
ZSSZZSZZZZ clpreied form and fte trusted component comprfees means to decompress 



16 



BNSCOCIO: «EP 105601 4A 1. 1 . > 



EP 1056 014 A1 

the data. , 

16. A data processing system according to any one of claims 4 to 1 5. wherein the data characterising the trusted image 
is stored by the secure token in encrypted form and the trusted component comprises means to decrypt the data 

s and/or verify that the data was encrypted using a corresponding encryption key. 

1 7. A data processing system according to any one of claims 4 to 1 6, wherein the data characterising the trusted image 
comprises a series of instructions and the trusted component comprises means to interpret the instructions in order 
to generate the trusted image data. 

w 

18. A data processing system according to claim 6, wherein the trusted component controls the display processing 
, means to highlight the main image, or portion thereof, by producing one or more of the following Visual effects: 

a border, or an indicator (or indicators) defining a border, characterised by the trusted image and placed at 
is least partly around the main image or portion thereof; 

a background pattern characterised by the trusted image forming at least part of the background of the main 
image or portion thereof; 

an image characterised by the trusted image formed within the main image or portion thereof; andtor 
a text message characterised by the trusted image formed within the main image or portion thereof. 

20 

1 9. A data processing system according to any one of claims 3 to 1 8, wherein the display processing means comprises: 

frame buffer memory; 

a pixel generator to generate pixel data representative of the main image on the basis of the signals received 
2S from the main processing means; 

a frame buffer refresher to update the pixel data in the frame buffer memory; and 

a video controller to repeatedly read the pixel data from the Irame buffer memory, generate signals suitable 
for driving the visual display unit and transmit said signals to the visual display unit to display the image, 
and wherein the trusted component comprises means to write the trusted image data, or data derived from 
30 the trusted image data, to at least a portion of the frame buffer memory in order to combine the further image 

with the main image. 

20. A data processing system according to any one of claims 3 to 19, wherein the trusted component and the user 
' feedback processing means are embodied in a single applicaticxvspecific integrated circuit or as an appropriately 

3$ programmed microcontroller. 

21. A data processing system according to claim 2, wherein the trusted process comprises plural steps and at least 
one of the steps is initiated by user interaction with the trusted component via the secure user input means. 

<w 22. A data processing system according to any one of the preceding claims, wherein the trusted component is tamper- 
resistant. 

23. A system comprising: 

*s main processing means for executing at least one application process; 

means for executing a trusted process in a trusted operating mode and means for generating user feedback 
signals; 

al least one user feedback device; and 

user feedback processing means for receiving said user feedback signals and generating respective signals 
50 for driving the user feedback device, 

wherein the means for executing the trusted process comprises means to control the user feedback processing 
means to cause the user feedback device to provide an indication that the data processing system is operating 
in a trusted operating mode. 

55 24. A method for providing a trusted user interface in a data processing system, comprising; 

executing a secure process and generating respective user feedback signals; 

providing user feedback on the basis of the user feedback signals in such a way to indicate that the data 
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processing system is operating under the secure process. 
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